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1. Introduction

The Elections Commission of Maldives (herein referred as ECM) is seeking proposals
from qualified and experienced vendors submit proposals to propose a comprehensive
on-premises Endpoint Monitoring solution. The solution must provide visibility into
user activity to support information security, insider-risk mitigation, compliance, and
productivity oversight.

2. Scope of Work

1. The Vendor shall supply and deliver perpetual software licenses for 280
users/endpoints and one (1) management/console instance, with non-expiring
activation keys and license certificates issued and registered under (ECM)’s legal

name.
2. Licenses must be transferable between devices/users within the organization in line

with vendor policy.

3. The Vendor shall also deliver access to the latest generally available software
packages for the management/console and endpoint agents (including offline
installers and checksums), together with a documentation bundle (administrator and
installation guides, release notes, and EULA) sufficient for (ECM) to conduct its own
internal deployment.

4. Year-1 Maintenance & Support (M&S)—covering product updates/patches and vendor
technical support—shall commence on the license delivery/activation date.

3. Technical & Functional Specifications
3.1. Architecture & Security
3.1.1. Web-based management console with RBAC, audit trails, and per-department
data segregation.
3.1.2. Agent tamper-resistance, optional stealth mode, password/uninstall protection,
and integrity checks.
3.1.3. Data encryption in transit and at rest; support for TLS certificates issued by our
CA.
3.1.4. Operates over LAN; supports offline capture with later synchronization for
mobile/laptop users.
3.1.5. Centralized agent health monitoring and remote updates/rollback.
3.2.Monitoring & Visibility
3.2.1. Application usage, active/idle time, and window title logging.

3.2.2. Website access logging with time-in-site metrics and policy allow/deny lists.
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3.2.3. Screen capture (on-demand, rules-based, or interval) with adjustable
frequency/quality and storage policies.
3.2.4.Session coverage for Local, RDP/Terminal Services, and VDI sessions.
3.2.5. File/Folder activity (create/modify/delete), removable media/USB usage, and
network share interactions
3.2.6. Optional keystroke and clipboard-event logging must be policy-controlled and
disabled by default unless explicitly approved.
3.2.7. Policy-driven real-time alerts (e.g., keywords, blocked apps/sites, sensitive file
actions) with email/syslog/Teams notifications.
3.2.8. Powerful search, investigation timeline, and exportable reports (CSV/PDF) with
scheduled delivery.
3.3.Performance & Scalability
3.3.1. Minimal endpoint overhead; evidence or benchmarks to be provided.
3.3.2.Scalable to at least 500 endpoints without re-architecture.
3.4.Compliance & Privacy
3.4.1. Features to support compliance with applicable data-protection laws and internal
policies.
3.4.2. User notification banner capability (configurable) and granular policy scopes per
role/unit.

3.4.3. Data retention configuration with automated archival and legal hold options.

4. Deliverables

4.1. Perpetual license keys/certificates for 280 users/endpoints and one (1)
management/console, issued to (ECM).

4.2.Software packages (server/console, agents) with checksums and offline installers
where applicable.

4.3. Entitlement summary detailing license type, version/edition, quantity, covered
features/modules, and registration entity.

4.4.Year-1 M&S confirmation (support contract or equivalent) stating start/end dates
from license delivery/activation.
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5. Delivery Schedule
5.1. The deadline for submitting the required materials to the Commission and
completion of Installation is Maximum 30 days.

5.1.1. This 30-day period will commence from the date of signing the
agreement, and it includes public holidays.
5.1.2. The successful bidder must sign the agreement within 3 days from the
date of award of the project.
5.2. After completion of delivery, the vendor should obtain sign-off on the Installation-

cum-Acceptance certificate from the ECM official. ECM wiill carry out acceptance
of hardware as per acceptance test plan.
5.3. Delivery will be treated as incomplete in one/all the following situations:
5.3.1.Non-delivery of any hardware, software or other components, accessories,
documentation, drivers, media mentioned in the order.
5.3.2.Non-delivery of supporting documentation.

6. Expectations from Bidders

6.1. As required by this RFP, the bid must be accurate, comprehensive, and in the
format specified. As stated in points 1, 2 and 3, all suggested items must be
accompanied by the relevant technical documents.
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